NMAMATKA
ANA OBYYAKOLMXCA O MHGOPMALVMOHHOW BE3OMNACHOCTU

HEJ1b34

1. Bcem nogpsas coobLaTb CBOK HYacTHY MHGOpMaLMIo (HacToswme nms, bammnnio, TenedoH,
ajpec, Homep nmues, a Takxke ¢otorpadumm cBon, CBOEN CeMbu U Apy3ein);

2. OTKpbIBaTb BIOXEHHbIe dai/ibl 31eKTPOHHOW MOYThI, KOr4a He 3Haellb OTrpaBuUTens;

3. Tpy6buTb, NPUANPATLCS, OKa3blBaTb AaB/ieHVe — BeCTU Cebs HeBEX/IMBO U arpeccnBHO;

4. He pacriopsixarics feHbraMmv TBoel ceMby 6e3 paspeLleHus CTapLumMx — BCerga cnpawumsan
poauTener;

5. He BcTpeyalics € MHTEPHET-3HakOMbIMW B PeanbHOM XN3HU — MOCOBETYICSA CO B3POC/bIM,
KOTOpPOMY oBepsieLLb.

OCTOPO)XXHO

1. He BCe nnwyT npaBay. Yntaellb o cebe Henpasay B VIHTepHeTe — coo6LmM 06 3TOM CBOUM
poAUTENAM WUIN OMeKyHaMm;

2. MpurnawatoT nepenuncbiBaTbCa, Urpatb, 06MeHVBaTbLCA — NPOBEPb, HET JIN MOABOX3;

3. HesakoHHoOe KonvpoBaHve ¢ainos B VIHTepHeTe — BOPOBCTBO;

4. Bcerpa pacckasblBali B3pOC/aibIM O NpobieMax B CeTU — OHW BCerga nomoryT;

5. Mlcnonb3yi HacTpoKkM 6e30MacHOCTY 1 NPUBATHOCTY, YTOObI He MOTEePAThL CBOW akKayHTbl B
COLICeTAX M Ha APYrux nopranax.

MOXHO

1. YBaxal gpyrnx rnonb3oBatenem;

2. Nonb3yeLlbcs MHTEPHET-UCTOYHNUKOM — AieNai CCbIIKY Ha Hero;

3. OTKpbIBal TONbKO Te CCbINKW, B KOTOPbIX YBEPEH;

4. O6LLaTbCs 3@ MOMOLLLIO B3POC/IbIM — POAUTENN, OMEKYHbl U aAMUHUCTPaLUVS canToB BCerja
NOMOryT;

5. Mponan obyyeHme Ha carite «CeTeBNYOK» U MOJTy4M NacnopT LnMdpoBoro rpaxgaHmnHal

KomnetomepHeie supycoi

KoMnbroTepHbI BUPYC — 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MPOrpamMM, OTANUYNTENbHOM
0COBEHHOCTLIO KOTOPOW ABNSIETCS CMOCOBHOCTb K PAa3MHOXEHWUI0. B JoMonHeHMe K 3TOMYy,
BMPYCbl MOTYT NOBPEANTL WA NOTHOCTLIO YHUUTOXUTL BCe Gpaliibl U JaHHbIe,
NMOAKOHTPOJIbHbIE MOJIb30BaTENO, OT MEHU KOTOPOro bbinia 3amnyLleHa 3apaXKEHHas
nporpamMma, a Takxe NoBpeAnTb UM AaXe YHNUTOXUTb OMepauoHHY CUCTeMy CO BCEMN
dainamu B LenoM. B 60nbLUMHCTBE CyYaeB PacipoCTPaHSTCA BUPYChl Yepes HTepHeT.

MeToAbl 3aLlLNThl OT BPeAOHOCHbIX NMporpamMmm:

1. cnonb3yii coBpeMeHHble ornepaumoHHble CUCTEMBI, MeroLLMe CepbEe3Hblli ypoBeHb
3aLLUNTBLI OT BPEAOHOCHbLIX MPOrpamMm;

2. MoCTOAHHO ycTaHaBAVBal nNaTum (LMPpoBbIe 3annaTkn, KOTOpble aBTOMaTUYECKM
yCTaHaBNBAKOTCS C LieNIbio LOPaboTKM MPOrpamMmbl) 1 Apyriie 06HOBNEHNSI CBOel
ornepaumoHHon cnctemMbl. CkaurBail NX TONbKO € oduLmanbHOro cainta paspabotumka OC.



Ecnu cylectByeT pexvM aBTOMaTUYeCcKoro 06HOBNEHWS, BK/IHOUM €ro;

3. Pabotain Ha cBOeM KOMMbIOTEPE MoJ NpaBamm NoNb30BaTesNs, a He afMUHUCTPaTopa. 3TO He
NO3BONT 6O0NBLUVMHCTBY BPEAOHOCHbLIX MPOrpaMM MHCTaIMPOBAaTLCA Ha TBOEM
NnepcoHaNbHOM KOMMbIOTepe;

4. \cnonb3y aHTUBUPYCHbIE MPOrpaMMHble NPOAYKTbl N3BECTHBLIX MPOU3BOAUTENEN, C
aBTOMaTU4Yecknm obHoBNIeHVEM 6a3;

5. OrpaHnyb GU3NYecKnin JOCTYN K KOMMbIOTEPY A1 MOCTOPOHHWX ALY,

6. Vicrnonb3yin BHeLLHWEe HOoCUTeNIN MHPOPMaLMK, Takne Kak ¢peLlka, AUCK nan ¢arn 13
NHTEpHeTa, TO/IbKO N3 NPOBEPEHHbIX NCTOYHWKOB;

7. He oTKpbIBal KOMMbIOTEPHbIE Paitsibl, MONyYEHHbIE N3 HEHAAEXHbBIX MCTOYHMKOB. Jaxe Te
dalinbl, KOTOpble NPUCIan TBOM 3HAKOMBbIN. Jlyylle YTOYHW Y Hero, oTApasAsii N OH Tebe nX.

Cemu WI-FI

Wi-Fi — 370 He BUJ nepeAayn AaHHbIX, He TEXHOJIOMMS, a BCero nlb 6peHy, mapka. Ewle B
1991 rogy HUAepnaHAcKas KoMnaHus 3apernctpuposana b6persg «WECA», uTo ob6o3Ha4vano
cnoBocoyveTaHue «Wireless Fidelity», KOTOpbI MepeBOANTCA KaK «6eCcrnpoBOAHas TOUHOCTb.
/o Hallero BpemeHu AoLwna gpyras abbpesnaTypa, KOTopas ABNSETCH TaKOWN Xe TeEXHONOoren.
JT10 abbpesmaTypa «Wi-Fi». Takoe Ha3BaHMe 66110 AaHO C HAMEKOM Ha CTaHAAPT BbICLLMIA
3BYKOBOW TexHWKM Hi-Fi, 4TO B nepeBoje 03Ha4aeT «BblCOKas TOUHOCTb.

[a, 6ecnnaTtHbI UHTEPHEeT-40CTYN B Kade, OTeNAX 1 a3ponopTax ABNSeTCs OT/INYHOM
BO3MOXHOCTbIO BbIXOZa B HTEPHET. HO MHOrve 3KCnepTbl CHUTAKOT, YTO obLeaocTyrnHble Wi-Fi
ceTn He ABNAITCA 6e30MacHbIMU.

CoBeTbl Mo 6e3onacHOCTM paboTe B 06Lea0CTyNHbIX ceTsax Wi-fi:

1. He nepegaBaii cBO NNYHYO MHbOPMaUMIO Yepes obLesocTynHble Wi-Fi ceTn. PaboTtas B
HUX, Xenate/IbHO He BBOAWNTL Mapo/iv JOCTYNa, JIOTVIHbI U Kakne-To HoMepa;

2. Wcnonb3yii 1 06HOBAAN aHTVBMPYCHbIE MPOrpaMMbl U 6paHamMaysp. TeM caMbiM Thbl
obe3sonacuilb cebsa OT 3aKayky BMpYCca Ha TBOE YCTPOKCTBO;

3. Mpw ncnonb3oBaHum Wi-Fi oTkntoum dyHkumo «O6LLMiA 4OCTYN K dainam 1 NpUHTEPamM».
JaHHas GyHKLMS 3aKpbITa MO YMOIYAHWIO, OAHAKO HEKOTOpPbIE MoNb30BaTeN N akTUBUPYHOT eé
ANSA yA06CTBa NCMONb30BaHNA B paboTte nan yyebe;

4. He ncnonb3yn nyd6anydnblin WI-FI ana nepegayum IMYHbIX JaHHbIX, HaNnpuMep A9 BbIXOAA B
coupasibHble CeTU UK B 3N1EKTPOHHYIO MOYTY;

5. Wcnonb3yi TONbKO 3alnLLeHHoe coeanHeHmne yepes HTTPS, a He HTTP, T.e. npu Habope
Beb6-agpeca BBOAM UMeHHO «https://»;

6. B MobunbHOM TenedoHe oTkatoUm GyHKumto «MoakntoueHre Kk Wi-Fi aBTomatmnyeckimn». He
Jonycka aBTOMaTUYeCcKoro NoAKAYeHNs yCTporcTBa K cetam Wi-Fi 6e3 TBoero cornacus.

CoyuanvHele cemu

CoupanbHble ceTy akTUBHO BXOAAT B HALLY XM3Hb, MHOTME 04N PaboTaroT 1 XKMBYT TaM
NOCTOAHHO, a B Facebook yxe 3apernctpnpoBaH MUNANAPA YenoBekK, YTO SABNSAETCH OA4HOW
ceflbMOW BCeX XuTenein nnaHeTbl. MHOrvie Nonb3oBaTein He MOHWUMALOT, YTO MHPOpMaLnS,
pa3MeLleHHas UMUK B COLManbHbIX CETAX, MOXeT bbITb HalileHa 1 UCNOoIb30BaHa KeM YroiHo, B
TOM YKnC/e He 06583aTeIbHO € 6narMmM HaMmepeHUsIMN.

OCHOBHBbIe COBETbI MO 6e30MacHOCTM B coumanbHbIX CETAX:



1. OrpaHunyb CNCOK Apy3el. Y Tebs B ApY3baX He AO/KHO 6bITb CyYaMHbIX I HE3HAKOMbIX
nroaen;

2. 3alnLLain CBOK YaCTHYH XM3Hb. He ykasbiBal naponu, TenedoHsbl, agpeca, 4aTy TBOero
POXAEHWNSA 1 APYTYH NYHYO MHGOPMaLMIO. 310YMbILLUIEHHVKN MOFYT NCMONb30BaTh Aaxe
NHGOPMALMIO O TOM, KaK Tbl I TBOM POAUTENV NAAHUPYyeTe MPOBeCTU KaHWUKY/bI;

3. 3awmLLain cBo penyTaLmio - AepXn ee B UNCTOTe 1 3ajaBali cebe BOMPOC: XOTeN bbl Thl,
YTOObI Apyrve NoAb30BaTeNu BUAENN, YTO Thl 3arpyxaeLlb? MNogymain, npexzae 4em 4To-To
ony6a1MKOBaTb, HANNCATb U 3arpy3nThb;

4. Ecnv Tbl TOBOPULLb C FOABMU, KOTOPbIX He 3Haellb, He UCMO/b3YM CBOe peasibHoe UMS U
APYTYH NNYHYI0 MHOOPMaLMU: UMS, MEeCTO XNUTeNbCTBA, MeCTo yyebbl 1 Npoyee;

5. M36eraii pa3melleHmns dotorpaduin B IHTepHeTe, rae Tbl M306paxeH Ha MeCTHOCTK, Mo
KOTOPOW MOXHO OnpeseNnTb TBOe MeCTOMONOXEHWE;

6. MNpw perncTpaynmn B COLMaNbHOM CeTU HEOBXOAMMO NCMONb30BaTh C/IOXHbIE Mapoy,
cocTosLme 13 6ykB 1 LMPP 1 C KONMYECTBOM 3HAKOB He MeHee §;

7. lna coumanbHOM ceTn, NoYTbl U APYrnX CanToB HEOH6XOANMO NCMONb30BaTh Pa3Hble Napou.
Toraa ecnun Tebs B31OMAtOT, TO 3/I0YMbILLNEHHUKN MNOAyYaT AOCTYN TO/IbKO K OAHOMY MecCTy, a
He BO BCe Cpa3sy.

3nekmpoHHble deHbaU

DNIeKTPOHHbIe ileHbIMM — 3TO OYeHb YA0OHbIN CNoCcob naaTexein, 04HaKO CyLLeCTBYHOT
MOLLEHHVKM, KOTOPbIe XOTAT MOAYYUTb 3TN AeHbIN. INeKTPOHHbIE JeHbIM MOSBUINCE COBCEM
HeZaBHO U VIMEHHO M3-3a 3TOr0 BO MHOTX rOCyAapcTBax 40 CUX MOP He NPOMMCaHO MPOo HUX B
3aKkoHax. B Poccum xxe oHM GYHKLMOHMPYIOT 1 O HUX Y>Ke MPOMMUCaHO B 3aKOHe, rae nx
pa3fenstoT Ha HeCKObKO BUAOB — aHOHUMHbIE 1 He aHOHUMHbIe. Pa3HuLa B TOM, YTO
aHOHVMHble — 3TO Te, B KOTOPbIX pa3peLuaeTcs NPOBOAUTL onepauun 6e3 naeHTndrkaumm
nosib30BaTens, a B HEaHOHUMHbIX MAeHTUOVKaLMKM NOb30BaTeNs ABAAeTCA 0653aTeNbHON.

Takxe cnegyeT pa3nnyaTb 3N1eKTPOHHbIe UaTHbIE AeHbIM (PaBHbI FOCYAAPCTBEHHbIM
BaNItOTaM) 1 3/1IEKTPOHHbIe HepuaTHbIe AeHbr (He paBHbl FOCYAAPCTBEHHbLIM BaJIlOTaM).

OCHOBHbIe COBETbI MO 6e30MacHOw pa60Te C 3N1IEKTPOHHbIMW AeHblraMwu:

1. MpUBAXM K c4eTy MObUNbHBIV TenedoH. 3To caMblil YAOOHbIN 1 BbICTPbLIN CNOCO6
BOCCTAHOBUTb JOCTYM K cyeTy. MNprBA3aHHbIN TesnedOoH NMOMOXEeT, ecnu 3aby/elLlb CBOW
naaTexHbll Napob UK 3arijiellb Ha CalT C HE3HaKOMOrO YCTPOWCTBA;

2. Vicnonb3yin ogHopa3oBble Naponun. lNocne nepexoia Ha YCUNEHHYH aBTopm3aLmio Tebe yxe
He ByAeT yrpoXaTb ONacHOCTb KpaXu UK nepexsara naaTtexHoro naposs;

3. Bblbepu cnoxHbIn Nnaponb. MpectynHukam bygeT He NpoCTo yraAaTh CI0XKHbINA Napofb.
HageXHble naposiv — 3TO Napo/iv, KOTOpble coZepXaT He MeHee 8 3HaKOB U BK/IH0YatoT B cebs
CTPOYHbIE N NPOMMCHbIe BYKBbI, LdpPbl 1 HECKONBKO CMMBOJIOB, TakMe Kak 3HaK 40/11apa,
byHTa, BoCkAMLaTeNbHbIN 3HaK U T.N. Hanpumep, StRONg!;;

4. He BBOAW CBOW /INYHbIE JaHHbIE Ha CailTax, KOTOPbIM He JoBepseLlb.

SneKmpoHHAs houma

DNeKTPOHHasa NoyTa — 3TO TEXHOOrNS 1 NpefoCTaBAseMble ero YCyr Mo nepeckiike
NOlyYeHUI 3NEeKTPOHHbIX COODOLLEHN, KOTOPbIe pacnpeAenstoTcs B KOMMNbIOTEPHOM CeTu.
O6bIYHO 3N1EKTPOHHbI MOYTOBLIV AWK BbIFASANT CedyroLmM o0bpasom:
MMS_NONb30BaTeNa@uMs_AoMeHa. Takxke, KpoMe rnepesaym npocToro TekcTa, MMeeTcs
BO3MOXHOCTb nepeaaBaTtb dannbl.



OcHOBHble coBeThbl MO 6e30MnacHo paboTe C 3N1eKTPOHHOW NOYTOM:

1. Hago BbIbpaTb NpaBuU/IbHbIV MOYTOBbLIN CEPBUC. B MHTepHeTe eCcTb OrpOMHbIN BbIGOP
6ecnnatHbIX NOYTOBbLIX CEPBNCOB, OAHAKO NyYlle A0BepsiTb TeM, KOr0O 3Haellb 1 KTO NepBbIi B
penTnHre;

2. He yka3sbIBaii B IMYHOW NoyTe IMYHYI0 MHbOopMaLmio. Hanpumep, nyylle BbibpaTb
«MYy3blKa/IbHbIV_paHaT@» 1nn «pok2013» BMeCTo «TeMal3»;

3. Vicnonb3yin AByx3TanHyo aBToOpU3aLuio. 3TO KOrAa NOMUMO Napoas HYXXHO BBOAUTb KOZ,
npuckliaeMbli no SMS;

4. Bblbepy CIOXHbIV Maponb. AN KaxXA0ro NoOYTOBOro LMK J0/MKEH ObITb CBOW HAAEXHbIN,
YCTOMYUMBbIA K B31OMY Mapo/ib;

5. Ecnm eCcTb BO3MOXHOCTb HanncaTb CaMmoMy CBOV JINYHbINA BONPOC, UCMONb3YA 3Ty
BO3MOXHOCTb;

6. VIcnonb3yin HeCKONBbKO MOYTOBbLIX ALLMKOB. [epBbli ANA YaCTHOM Nepennckn ¢ agpecaTamu,
KOTOPbIM Thbl i0Bepsiellb. TO 31eKTPOHHbIN aZpec He HaZo NCNob30BaTh NPY perncTpaumnm
Ha opymax 1 camnTax;

7. He oTkpblBai Galinbl 1 fpyrme BNOXEHUS B MNCbMAaX, AaXe eC/i OHU MPULLAK OT TBOUX
Apy3el. Jlydlue yTOUHW Y HUX, OTAPaBAAAN N OHW Tebe 3Tn dalinbl;

8. MNocne okoHYaHNSA paboTbl HA MOYTOBOM CepBUCe NMepes 3akpbITeM BKNAAKN C CaliTOM He
3aby/b HaxaTb Ha «BbINTU».

Kubep6ynnuHe, unu BupmyaneHoe usdeeamesnbCmeo

KnbepbynnnmHr — npecnefoBaHne COOBLLEHUAMU, COAEPXKALLNMUN OCKOPBAEHUS], arpeccuto,
3anyruBaHmne; XyJIMraHCTBO; CoLManbHOe 60MKOTMPOBaHME C MOMOLLbH Pa3/INUHbLIX UHTEPHET-
CepBuCOB.

OcHOoBHbIe coBeThbl N0 6opbbe ¢ KMbepbynNNHIOM:

1. He 6pocarica B 601. JlyuLumin cnocob: NoCoOBeTOBATLCSA, Kak cebs BeCTU U, eCau HeT TOro, K
KOMY MOXHO 06paTUTbLCS, TO BHaYane ycnokouTbCs. ECv Tbl HaUHeLLb OTBeYaTb
0CKOpPHNeHMAMM Ha OCKOPBAEHNS, TO TONbKO eLLe 60/bLue Pa3oXkellb KOHPANKT;

2. Ynpasnsi ceoer Knbeppenyrtavyen;

3. AHOHUMHOCTb B ceT! MH1UMas. CyLLeCcTBYOT CNOCO6bI BbISCHUTb, KTO CTOUT 3@ @HOHVUMHbIM
aKKayHTOM;

4. He cTOUT BECTW XyNUTaHCKN 06pa3 BUPTYanbHOM XN3HWN. IHTepHET GUKCpyeT BCe TBOU
AeNCTBUA N COXPaHSAeT UX. YAanuTb UX byaeT KpalriHe 3aTpyAHUTEeNbHO;

5. Cobntofar CBOM BUPTYaNbHYHO YeCTb CMOOAY;

6. IrHopupyit eANHNYHBIV HeraTue. O4HOPa30Bble 0CKOPOUTE/IbHbIE COOBLLEHNS NyYLle
NrHopmpoBaTb. OBbIUHO arpeccns NpekpaLLaeTcs Ha HaYanbHOM CTaanu;

7. baH arpeccopa. B nporpammax ob6mMeHa MrHOBEHHbIMU COOBLLLEHUSIMU, B COLMANBHBIX CETAX
eCTb BO3MOXHOCTb 6/10KMPOBKYM OTMPAaBKM COOBLLIEHWIA C onpejefieHHbIX a4pecos;

8. Ecnm Tl cBUAETENb KNHEPOYNNNHIA, TBOU AEACTBUS: BbICTYNMUTL NPOTUB Npec/iefoBaTens,
nokasaTb emy, YTO ero JeCTBNSA OLLeHVBAOTCA HeraTUBHO, MOAAEPXKaTb XepTBY, KOTOPOM
HY>KHa NCUXON0rYeckas MOMOLLLb, COOBLLNTL B3POC/IbIM O paKTe arpecCBHOrO NoBeAeHVs B
cetu.

Mo6unbHelii menegoH

CoBpeMeHHble cMapTOHbI 1 NaHLLeTbl CoAepxaT B cebe BMosiHe B3pOCbI GyHKLUMOHaN, 1
Tenepb OHW MOTYT KOHKYPUPOBATb CO CTaLMOHAPHbIMU KOMMbloTepamu. OZHaKO, CPeACTB



3aLWMThbl ANS NOZOOHbLIX YCTPOMCTB MOKa 0YeHb Mano. TecTMpoBaHye 1 MONCK YA3BUMOCTEN B
HUX NPONCXOANT He TaK MHTEHCMBHO, Kak Ans MK, To xe camoe KacaeTcsi 1 MObUbHbIX
NPUNOXKEHWN.

CoBpeMeHHble MOBUbHbIE Bpay3epbl y>Ke NPaKTUYeCk JOrHaAN HAaCTOIbHbIE aHaNory,
OZHaKO paclumpeHre GyHKLUMOHANa BNeYeT 3a CO60M 6ONbLLYH CIOXKHOCTb U MEHbLLIYHO
3aLUMLLIEHHOCTb. [laneko He BCe MPOVI3BOAUTENN BbINyCKatoT O6HOBIEH WS, 3aKpbIBatoLLMe
KpUTMYECKNE YA3BUMOCTU A1 CBOUX YCTPOIACTB.

OcHoOBHbIe coBeThbl AN14 6e30MacHOCTV MOBU/TLHOTO Tefle(l)OHaI

* Hwnuero He aBAgeTCS NO-HacTosiLWeMy b6ecnnaTHbIM. Byab OCTOPOXeH, BeAb Koraa Tebe
npeanaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObiTb CKPbITbl KakmMe-To NaaTHbIe
ycnyru;

e [lymain, npexae 4em oTnpaBuTb SMS, GoTO nnm Bnaeo. Tbl TOUHO 3HaELLb, FAe OHU
6yayT B KOHEYHOM uTtore?

* HeobxoanMo 06HOBAATL ONepPaLMOHHYH CUCTEeMY TBOEro CMapTdOoHa;

*  /Icnonb3yi aHTUBUPYCHbIE MPOrpamMMbl A1 MOBU/IbHBIX TefiepOHOB;

* He 3arpyxal NpuaoxeHNss 0T HEN3BECTHOrO MCTOYHKIKA, BeAb OHWN MOTYT COAepXaTb
BPeAOHOCHOE NporpaMMHoe obecrneyeHue;

* [locne TOro Kak Tbl BblAeLLb C CaliTa, r4e BBOAWA INYHYO MHOpMaUWIo, 3alian B
HacTpowKku bpaysepa v yaanu cookies;

* [lepuoanyeckmn NpoBepsiii Kakre NaaTHble YCIyr akTMBMPOBaHbI HA TBOEM HOMEPE;

* /laBali CBOV HOMep MObUNLHOro TefiedoHa TONbKO NHOASM, KOTOPbIX Thl 3HaeLLb 1 KOMY
fAoBepsieLlb;

* Bluetooth gonxeH 6bITb BbIKAKOUEH, KOrAa Tbl UM He No/b3yellbed. He 3abbiBali MHOrAa
npoBepsTb 3TO.

Online-uzpsi

CoBpeMeHHble OHNAH-UTPbl — 3TO KPACOYHbIe, 3aXBaTbIBatOLLE pa3BeYeHus,
06beNHSIOLLME COTHU ThICAY YesIoBeK MO BCeMY MUPY. VIrpokmn nccneayoT AaHHbIA UM MUp,
06LLatTCA APYr C APYrOM, BbIMOHAT 3a4aHWs, CPaXatoTCs C MOHCTPaMK 1 MOJTyYatoT OnbIT.
3a y0BO/IbCTBME OHW MNATAT: MOKYNarT ANCK, ONAaYMBaOT abOHEMEHT UK NpruobpeTaroT
Kakue-To onuuu.

Bce 3TV cpeAcTBa MAYT Ha MOAAEPXKAHUE U PAa3BUTUE UMPhbl, @ TaKXKe Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYHTCSH CUCTEMbI aBTOPM3aLIMM, BbINYCKaTCA HOBble NaTuu (U1dpoBble 3annaTkm
AN151 NPOrpamm), 3aKpbIBAKOTCA YSI3BMMOCTM CePBEPOB. B Nog06HbIX Mrpax CTOUT ornacaTbCs He
CTONIbKO CBOMX COMEPHUKOB, CKOJIbKO KPaXkyi TBOEro Maposisi, Ha KOTOPOM OCHOBaHa cucTeMa
aBTOpM3aLNN 6ONLLUMHCTBA UTP.

OCHOBHbIe COBeTbI MO 6€30MacHOCT TBOEro MrpoBOro akkayHTa:

1. Ecnn gpyrovi Urpok BegeT cebs nnoxo uam cosgaet Tebe HenpuUATHOCTY, 3ab10KNPYi ero B
CNYCKe NTPOKOB;

2. lMoxanyncs agMrMHNCTpaToOpam Urpbl Ha Naoxoe NnoBefeHre 3Toro Nrpoka, XenaTenbHo
NPUIOXKNTb Kakne-TO A0oKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbIBail n14Hyt0 nHbopmMaLmo B npodaline nrpbl;

4. YBaxal Apyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBnnBai HeoduumaabHble NaTym 1 MOAbI;



6. MIcnonb3yin CI0XKHbIE U pa3Hble Napou;
7. [laxke BO BpeMs Urpbl He CTOUT OTKIOYATb aHTUBMPYC. [ToKa Tbl UrpaeLlb, TBOV KOMMbOTEP
MOTYT 3apa3nTb.

duwuHe, unu Kpaxa AuyHsIX OAHHbLIX

O6bIYHOW Kpaxken AeHer N JOKYMEHTOB CEro/Hs yXXe HNKOro He yANBWLLb, HO C Pa3BUTVIEM
NHTEPHET-TEXHONOT NI 3/10YMbILLIEHHUKI MepeMecTUINCL B MHTEPHET, U NPOAO/IKAOT
3aHUMAaTbCA «1HOMMbIM» feNoM. Tak NoABMUIaCb HOBas Yrpo3a: MHTEPHeT-MOLLEeHHNYeCTBa
AN GULLIVIHT, TNaBHas Lieslb KOTOPOro COCTOUT B MOyYeHUU KOHGUAEHLUMANBHBIX JaHHbIX
noJsib30BaTesieil — NOrHOB 1 Naponein. Ha aHrnninckom aseike phishing untaetca kak GULLNHT
(ot fishing — pbi6bHas noens, password — Naposb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLMHIOM:

1. Cnean 3a CBOMM akKayHTOM. Eciv Tbl Nog03peBaellb, YTO TBOA aHKeTa 6bl1a B3/1IOMaHa, TO
HeobxoAMMO 3a6/10KMPOBaTL ee N CO0bLLNTL aAMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO
ckopee;

2. Vicnonb3yin 6esonacHble Be6-CaiThbl, B TOM YKC/Ie, MHTEPHET-MarasnHoB 1 MOUCKOBbIX
cncTem;

3. Vicnonb3yin cnoxHble 1 pa3Hble napoan. Takum 0bpasom, ecam Tebsi B31oMatoT, TO
3/10yMbILLNIEHHVIKW MOJTyYaT AOCTYN TONbKO K O4HOMY TBOEMY NpOopUIto B CETH, a HE KO BCEM;
4. Ecnvi Tebs B31OManu, To He06X0ANMO NpesyrnpeAnTb BCeX CBOMX 3HAaKOMbIX, KOTOpble
fobaBneHbl y Tebs B Apy3bsiX, O TOM, UTO Tebsi B3/IOMaiN U, BOSMOXHO, OT TBOEro nMeHun byzet
paccbiNaTbCs cNaMm U CCbIKN Ha GULLIVHIOBbIE CalThl;

5. YcTaHoBW HagexHbI naponb (PIN) Ha MObUNbHLIV TenedoH;

6. OTKHOUM COXpaHeHVe Napossa B bpaysepe;

7. He oTkpblBail daiinibl 1 fpyrme BNOXEHUS B NMNCbMAaX, AaXe ec/ii OHU MPULLAA OT TBOUX
Apy3eln. Jlydlue yTOUHW Y HUX, OTAPaBAAAN I OHW Tebe 3Tn $alinibl.

Lu¢poeas penymayus

Lndposas penyTtaums — 370 HeraTMBHasa UM NO3NTUBHAA MHOPMaLMA B CeTr O Tebe.
KomnpomeTupytowas nHbopmaLms, pasMmeLleHHas B UHTEpPHeTe, MOXeT Cepbe3HbIM 06pa3om
0TPa3nTbLCA Ha TBOEW peasibHOM XN3HW. «Linpposasa penyTtaumsa» — 3TO TBON UMUK, KOTOPbIA
bopmumpyeTcs U3 HpopmaLmm o Tebe B MHTEpHeTe.

TBOE MecTo XUTenbCTBa, y4ebbl, TBOe PUHAHCOBOE MOJIOXKEHME, OCOBEHHOCTU XapakTepa v
pacckasbl 0 6N3KNX — BCe 3TO HaKanMBaeTcs B ceTn. MHorme nogpocTkm 1erkoOMbICIEHHO
OTHOCATCA K Ny6AnKauum AMYHOM MHopMaumm B IHTepHeTe, He NOHVMAas BO3MOXHbIX
nocneacTBui. Tbl Jaxe He CMOXellb JorajatbCsa 0 ToM, YTo doTorpadus, pasmeLLeHHas 5 net
Ha3aj, CTana NPUYMNHONM 0TKasa NPUHATbL Tebs Ha paboTy.

KommeHTapuun, pa3mMelleHne TBomx ¢otorpaduii n gpyrme eicTBUS MOTYT He MCUYe3HYThb Aaxe
nocsie Toro, Kak Tbl UX yAanuLb. Tbl He 3Haellb, KTO COXPaHW 3Ty MHGOpMaLmio, nonana v
OHa B NOWCKOBbIE CUCTEMbI 1 COXPaHWAACk I OHa, a FaBHOE: YTO MNOAYMatoT O Tebe
oKpy>atoLLee NtoAn, KOTopble HaAyT U YBUAAT 3T0. HaiTn nHGopmMaLmio MHOIO eT CnycTs
CMOXeT NH060V - Kak 13 J06pbIX MOBYXXAEHWI, TaK U C HAMepPeHeM NPUUYNHNTL Bpea. 3TO
MOXeT 6bITb KTO YroAHO.

OCHOBHble COBETbI MO 3aLLmTe LdpoBoOL penyTaLuu:



1. NMogymari, npexae yem 4To-To Ny6AMKOBATb U NepeaaBaTth y cebs B 610re nanm B
coumanbHoOM ceTu;

2. B HacTpolikax npoduns ycTaHOBW OrpaHNYeHns Ha MPOCMOTP TBOero Npoduns 1 ero
COAEPXXNMOro, CAenal ero TONbKO «AN1 ApYy3eit»;

3. He pa3meLuai 1 He ykasbiBali MHPOPMaLMIO, KOTOPas MOXET KOro-mbo ockopbaaTe Uau
obumxatb.

Aemopckoe npaeso

COBpEMEHHbIe LUKOJTIbHUKN — aKTVBHbI€ MO0J/Ib30BaTE/IN LI,VIq)pOBOFO MPOCTpaHCTBa. OgaHako
AaneKko He BCe 3HAKOT, UTO NoJib30BaHNE MHOTVIM BO3MOXXKHOCTAMMN LI,I/Iq)pOBOFO Mupa Tpe6yeT
CO6}'IFOAEHVIH NnpaB Ha NHTENJTIEKTYa/IbHYHO COBCTBEHHOCTb.

TepMUH «MHTeNNeKTyalbHas CO6CTBEHHOCTb» OTHOCUTCS K Pa3/INUYHbIM TBOPEHUAM
YesI0BeYECKOro YMa, HaUuMHas C HOBbIX M306peTeH 1N 3HAKOB, 0603HAYaOLLNX
COBCTBEHHOCTb Ha MPOAYKTLI 1 YCYriA, 1 3aKaH4YMBasi KHUramu, dotorpadusamu,
KMHOGUABMaMU 1 My3bIKaSIbHbIMU NMPOU3BEAEHUSIMU.

ABTOpCKMe NpaBa — 3TO NMpaBa Ha MHTeNNeKkTyaNbHY COBCTBEHHOCTL Ha NMPON3BeAEeHNS
HayKu, NUTepaTypbl N UCKYCCTBA. ABTOPCKME NPaBa BbICTYMNaoT B KAYeCTBE rapaHTUM TOro, YTo
NHTeNNeKTYyaNbHbI/TBOPUYECKNA TPy aBTOpa He ByaeT HanpacHbIM, AacT eMy CripaBes/nBble
BO3MOXHOCTM 3apaboTaTb Ha pe3y/nbTaTax CBOEro TpyAa, Noy4nTb U3BECTHOCTb U MPU3HaHMe.
HukTo 6€3 paspeLueHs aBToOpa He MOXeT BOCMPOV3BOANTL Ero Npovi3BeseHue,
pPacnpoCcTpaHATb, Ny6ANYHO AEMOHCTPUPOBATh, MPOAaBaThk, MMMOPTUPOBATL, NMyCcKaTb B
npokart, NybANYHO NCNONHATbL, MOKa3blBaTb/MCNONHATE B 3dMpe Uan pasmeLaTs B IHTepHeTe.

Vicnonb3oBaHue «MNMNPaTCKoro» NporpaMmMHOro obecreyeHust MoxeT npmnBecT K MHOTM
pnckam: OT NOTEPU AaHHbLIX K TBOUM akKKayHTaM 40 6}'IOKVIpOBKVI TBOEro yCTpOIZCTBa, rae
yCTaHOBﬂeHHbIIZ He nerasbHagd nporpamMmma. He cTonT Takke 3abbIBaTb, UTO cywiecresyeTt
neranbHble 1 6ecnnaTHble nporpamMmbl, KOTOPble MOXHO HanTW B CeTW.

O nopmane

CeTeBMYOK.pd — TBOV rMaBHbIN COBETUMK B CETU. 34eCb Tbl MOXeLLb Y3HaTb 0 6e30MacHOCTA B
CeTV NOHATHbLIM U AOCTYMHbLIM S3bIKOM, @ MPU BO3HUKHOBEHWW KPUTUYECKOW CUTYaLnmn
06paTUTLCS 3@ COBETOM. A TakXe MPUHSATbL y4acTue B KOHKYpPCax 1 CTaTb CaMbIiM LIGPOBbIM
rpaxaaHHom!



